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Abstract Currently,  most users’ social graphs are privately
owned and controlled by a small number of large
technology companies. These same companies are
building today new digital environments such as
the Metaverses.

How these environments are built is critical. If
they are centralized and fragmented, solely driven
by for pro�t considerations, users' experience will
be limited.  If they are open and decentralised,
they could on the contrary bene�t humanity.

“Open” or “decentralized” metaverses should be
interconnected through a common set of
protocols and standards. Indeed, users should be
able to swiftly move from one digital platform to
another with their digital identity and social
graphs.

The Decentralized Social Networking Protocol
(DSNP) can help ensure the Metaverses, and
possibly other emerging digital environments, are
open and decentralised. The DSNP builds on top
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of TCP/IP and HTTPS to enable  a secure, open
source, universally accessible social graph.

The Metaverse offers a unique opportunity to
break the current centralization of the web and to
make it more user-centric. Implementing the
DSNP, or similar technical protocols, would ensure
interoperability and consistency across different
Metaverses environments. It would also provide a
framework for developers to innovate and build
on, while reinforcing users’ privacy, and control
over their data.

Rationale: The current centralization of the Internet leads to
the capture of data of billions of users, throughout
data infrastructures that are controlled by a small
number of private companies.

This reinforces the risk of evolving towards a
“surveillance economy”, along with an “attention
economy”. Such models use personal data in order
to personalize content and target users with
speci�c messages. The exploitation of users’
personal data is used to generate companies
revenues and has potentially the side-effect of
occasioning manipulation and disinformation (i.e
Cambridge Analytica).

As social media platforms evolve towards
Metaverses environments, the issue of protecting
users' data and privacy becomes even more
critical. Nevertheless, a new generation of
technical protocols can help address this issue.

The Decentralized Social Networking Protocol
(DSNP), as well as other similar protocols, has the
potential to ensure personal data privacy in the
Metaverses platforms, by letting each user possess
its own social graph. An open and public social
graph, completely operating in the users’ interest,
and disconnected from �nancial incentives, is the
�rst essential piece of infrastructure required to
unlock an ethical Metaverse.

As opposed to federated or peer-to-peer social
networks, social networks constructed on a
universal, global social graph will allow people to
interact with friends, family, content-creators, and
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public �gures regardless of any application of
their choice. This is precisely what the Metaverse
should aim to be as Matthew Balls describes it : “A
massively scaled and interoperable network of
real-time rendered 3D virtual worlds that can be
experienced synchronously and persistently by an
effectively unlimited number of users with an
individual sense of presence, and with continuity
of data, such as identity, history, entitlements,
objects, communications and payments”.

This would at the same time open a path for
unleashed innovation, since developers could
contribute without fearing to be locked out by a
single powerful platform.

Proposition: On behalf of Project Liberty’s McCourt Institute,
we would like to put forward the bene�ts of an
open and public social graph, to ensure the future
developments of Metaverses are ethical and
respect users' privacy and agency. We propose
that the working group recommends the
development of protocols such as the
Decentralized Social Networking Protocol (DSNP),
to allow users to control their data.
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